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1. HEJIb OCBOEHUS JUCHUIIJIMHBI (MOY JIS1) — 3HaKOMCTBO CTYJECHTOB C OCHOBHBIMU CPEACTBAMH U
METOaMH, 00CCIICUHBAIONIMMHI WH()OPMAMOHHYIO 0€30MaCHOCTh; ¢ KPUIITOTPahUISCKUMHA METOJAMH 3aIlUTHI
uHpOpMAIMK, & UMEHHO: KPUNTOCHUCTEMaM C CEKPETHBIM KIIIOUOM (CHMMETPHUYHBIM KPUIITOAJITOPUTMAM) H
KPUITOCUCTEMAaM C OTKPBITHIM KIHOYOM (HECUMMETPUYHBIM KPUIITOAITOPUTMAM).

2. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUS JUCIUIIJIMHBI (MO YJIS)
B pesynbraTe 0ocBOCHHUS TUCHUIUIMHBI (MOLyJIs1) GOPMHUPYIOTCS CEAYIOUINE KOMIICTEHIINH:
OIIK-4. Crocoben yuacTBOBaTb B pa3padOTKE CTaHAApTOB, HOPM M NPaBWI, a TaKXKEe TEXHUYECKOU
JOKYMEHTAIlUH, CBA3aHHON C MPO(ECCUOHAIBHON e TeIbHOCTHIO
[NepeveHb MIaHUPYEMBIX pE3yIbTaTOB 00YUYEHHUS 10 TUCIUIUIAHE (MOYIIIO),
COOTHECEHHBIX C HHANKATOPaMH JOCTH)KEHUSI KOMIIETEHIIHI

NuaukaTopsl
Komnerenuus . Pesynbratel 00yyeHus
KOMIeTeHIH i
OIIK-4. Crioco6en OIIK-4.1 3uamo:
y4acTBOBaTh B pazpabotke | PaspabarriBaeT - 0 CYHIECTBYIOIIMX CPEACTBAX 3alUTHI
CTaHIAPTOB, HOPM U pabouyto MH(QOPMAIMK U BO3MOKHOCTSIX MX UCIOJIb30BAHMS B
IIpaBUJI, a TaKKe JOKYMCHTAIHIO B 3agavdax CO31aHud U BHCAPCHUA I/IH(i)OpMaIII/IOHHBIX
TEXHUYECKOU COOTBETCTBHUU C CHUCTEM;
JOKYMEHTAllUHU, CBA3aHHONH | TpeOOBaHUSIMHU - IPUHLMIIBI KPUOTOTrpahUIecKuX NpeoOdpa3oBaHui,
¢ npohecCUOHAIBHOM CTaHAAPTOB U HOPM THUIIOBBIE IPOIPaMMHO-AIIIAPaTHBIE CPEACTBA U
JACATCIBbHOCTBIO CHUCTEMBI 3alllUThI HH(bOpMaHPII/I oT
HECAHKIIMOHMPOBAHHOIO JOCTYIA.
Ymems:
- IPOBOJJUTH aHAJIN3 CTCIICHU 3aIIII/IHIéHHOCTI/I
UHQOpMAIHH;

- OCYIIECTBJIATH MMOBBIIICHUE YPOBHS 3aIIUTHI C
y4ETOM pa3BUTHUS MAaTEMAaTHYECKOTO U
IPOrpaMMHOT0 00ECIICUCHHUST BEIYHCITHTENLHBIX
CHCTEM.

Bnaoemy:

- HaBBIKAMU MPUMEHEHHUSI COBPEMEHHBIX aJlTOPUTMOB
Ut I poBaHus/ nemnpoBaHus CEKPETHOM
UH(QOpPMAIHH;

- HaBBIKAMH PEUICHHS MPAKTHIECKHUX 3a7a4
npoQecCHOHATLHOH JIeSITETbHOCTH.

3. YKA3AHME MECTA [JUCOMIUIMHBI (MOJYJiA) B CTPYKTYPE OCHOBHOM
MPOPECCHUOHAJIBHOM OBPA3OBATEJIBHOM ITPOT'PAMMBI

Huctounnuaa (Moxynb) «3ammra MHQOPMALMM» OTHOCHTCS K OO0s3aTelNbHOM 4YacTH HPOrpaMMbl MO
HanpasneHnio noAarotoBku 09.03.01 WudbopmaTika M BEIYHUCIWTENFHAS TEXHWKAa HAMpPaBIEHHOCTH (TPOQHIH)
TexHOIOTHHU pa3pabOTKH BeO-TTPHUII0KEHHIHA.

4. OBbEM JUCHUIIJIMHbI (MOAYJisA) B 3AYETHBIX E/JWMHULIAX C YKA3ZAHUEM
KOJIMYECTBA AKAJAEMMWYECKHUX YACOB, BBIJIEJEHHBIX HA KOHTAKTHYIO PABOTY
OBYYAIOIINXCA C NPENOJABATEJIEM (IIO BUJIAM YUYEBHBIX 3AHATHUM) U HA
CAMOCTOSTEJBHYIO PABOTY OBYYAIOUIUXCS

OO0mast TpyAOEeMKOCTh TUCIMILTHHBI (MOJYJIsl) COCTaBiIsIeT 5 3adeTHble equHunbl win 180 dacoB (w3
pacueta 1 3E = 36 yacoB).
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5.

COJAEPKXAHHUE JUCIMIIVIMHBI MOAVYJIsAA), CTPYKTYPUPOBAHHOE II0 TEMAM

(PA3BJEJIAM) C YKA3AHUEM OTBEJIEHHOI'O HA HUX KOJIMYECTBA AKAJEMHWYECKHUX
YACOB Y BUJIOB YUYEBHBIX 3AHATHUI
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Beenenue B uHQOPMAIMOHHYO
1. oe3onacHocth (MB). YpoBHU 4 8 12 2 16
obecneuenus Ub.
2. Kpunrorpadudeckas 3amura JaHHbIX. 4 8 12 4 18
3. 3ammta nHPOPMALIMU B KOMITBIOTEPHBIX 4 ] 12 4 20
CeTSIX.
4 CoBpeMeHHBIE TEXHOIOTHUH 3aIIHUTHI 4 ] D ) 20
nHOOpPMAITUH.
5 3akoHoaTeNbCcTBO PD B 001aCTH 3aIIUTHI 4 ] 12 5 19
IaHHBIX U o0ecrieueHus Ub.
DK3aMeH 27
HUTOro: 20 46 60 14 93 27

Conep:xaHue TUCHUILTHHBI (MOTYJIs1)

Pa3nen 1. BBenenue B unpopmanuonnyio 6esonacuocts (Ub). YpoBuu odecneuenust Ub.

OcHOBHBIC ompereNeHus: HHGopManysl, 3anuiaemas nHbopManwsi, 6€30macHOCT, HHPOPMAITUH. YTPO3bI
0e30IacHOCTH: yrpo3a KOHQHUICHIMATBHOCTH, YIpo3a IEeNOCTHOCTH, Yrpo3a OTKaza B OOCITy>KUBaHHH.
3ammra nHpopManuu. Hampasienus 3amuTel HHGOpMaIMU: MpaBoBasi, TEXHAYECKasd, Kpunrorpaduieckas,
¢uznueckas. TexHonornu HGOPMALMOHHON 3AILUTHI.

Crannmapt «Kpurepun oneHkn ©€30macHOCTH WH(YOPMALMOHHBIX TEXHOJOTHI» («OO0Iue KpUTEepHm»
ISO/IEC 15408). ®ynkunonansHble TpeboBaHUs. TpeOoBaHUS JOBEPHSL.

Pa3nen 2. Kpuntorpaguyeckas 3amura JaHHBIX

OCHOBHBIE OTNpPEAETICHUS: OTKPBITHIN TEKCT, IMUPPOTEKCT, MUPpOBaHUE, NeMUPpoBaHue, Kpunrorpadus,
KPHUIITOAHAITU3, KPUIITOJIOTHSL.

Knaccudukanus KpUIITOANTOPUTMOB: MO THITY MpeoOpa3oBaHH, MO THUIY HCIOJIb30BAaHUS KIIOYEH, 110
pasMepy npeobdpasyeMoro Ooka.

OpnHoasndaBUTHBIE TOJCTAHOBKH. MHOTOaNI(paBUTHBIE MOACTaHOBKH. [lepecTaHOBKH MO KITIOUY
CuMMeTpuyHbIE KPHUNTOANTOPUTMBI (CHCTEMBI C CEKpPeTHhIM KitodoM). CkpemOiepsl, Kak MpHMep
norokoBoro 1mdpa. Cers Deiictens u e npuMeHeHue B O0younbix mudppax. [uppsr DES, TOCT 28147-
89, Blowfish.

DJeMEeHTHI TEOPUH YHCEN: CPaBHEHUS U MX CBOWCTBaA, PyHKIMs Dinepa, Manas Teopema depma, anroputm
OBICTPOrO MOAYJIIPHOTO BO3BEACHHUS B CTENEHb, aNropuT™M EBKIHMIa W €ro mpuMeHEHHE, TUCKPETHBIH
morapudM (MHIEKC Yncia), KUTaickas TeopemMa 00 ocTaTKax.

ACHUMMETpPUYHBIE KPUNTOAITOPUTMEI (CHCTEMBI C OTKPBITBIM KITFOYOM): MPOTOKON OOMEHa KIFoYaM# TI0
anroput™my Jnddu-Xemmmana, kpuntocucrema RSA: mmdpoBanme, nemmdpoBaHue, TpeOOBaHUSA K
kirouaMm. Kpunrocucrema Onb-TI'amans: mmdposanue, nemmdppoBanue. DISKTPOHHAS MOIMNCH: TeHEPaIHs
1 TIpOBEpKa MOJANKCH B Kpuntocucteme Jib-I"amains. Bpemennas metka (Timestamp): coznanue u mpoBepka
BPEMEHHOU METKHU.

Crioco0bl pa3zieneHus CeKpeTa MeX Iy HECKOJIBKUMHU YYaCTHUKAMU

DAMUNTHYECKUE KPUBBIE H UX IPUMEHEHHE B KpunTorpadguu

BrraucnurenbHble Tpo0OIeMbl KPUIITOJIOTHH: 3a/1a4a (PaKTOPU3AIUH U CTIOCOOBI e€ pereHus (METO ] CUIIOBOR
ataku. Metof [lonnmapaa, meronq ®depma), ciocoObl HAXOXKIACHUS OOJBIINX MPOCTHIX Yucel ( CEeBIOMPOCTHIE
yucia, aroput™ Muniepa-Pabuna), 3agaya BIYMCIEHHUS TUCKPETHOTO JIorapu(Ma 1 CriocoObl €€ pereHus
(meTon CunsBepa-Ilonmura-Xemimana coriracoBanus, MeTo IIIeHKca «OOJBITNX U MaJIBIX IIIarOB» ).



Pa3nen 3. 3amura nHGopManuu B KOMIBIOTEPHBIX CeTAX.

e Texnonornmn ayTteHTUQUKauuu. OCHOBHBIE ONpeneseHHUs: WACHTH(UKAIMs, ayTeHTUHUKauus,
aBTOpHU3aIus, aJMUHUCTPUPOBaHUE. Tpu TPyl MeTonoB ayreHTudukamuu (“I have”, “I know”, “I
am”). buoMerpudeckue MeToABl ayTeHTHPHWKAIMK (cTaTHYecKne W auHaMudeckwe). Ilpocras
ayrentudukanmsa. Crporas ayreHTudukanus. [Ipotokonsl crporoil ayreHTudukaniun. OCHOBHBIE aTaku
Ha MPOTOKOJIBI Ay TEHTU(HKALINH.

o TexHOMOTUU MeXCeTeBhIX SKpaHoB (MD). DyHKUMHM MeEXKCETeBBIX HKpaHOB. PuibTpanus
Tpaduka. Bemmonnenue ¢pyHkuuil nocpegauyectsa. JJonoaHuTenbHbIE BO3MOXKHOCTH MD.

e TexHONOrMM BUPTYaIbHBIX 3AIIMIIEHHBIX KaHaioB U cetell VPN. Konnenuus noctpoeHns BUPTyalbHbIX
samuieHHbIx  cerei.  VPN. VPN-pemeHust s 0OCTpoeHHs 3allMILEHHBIX cere. JlocTomHCTBa
npuMeHeHus TexHosorui VPN,

o TexHonoruu oOHapy>keHHs1 BTopxkeHuil. KoHlenuus agantuBHOTrO ynpasieHUs 0€30IacHOCTBIO.
TexHomorusi aHain3a 3alUIIEHHOCTH. TeXHONIOrnu OOHApy>KEHHMsA aTak: METOIbl aHalu3a CETEeBOH
uHpOpManyH, Kiaccupukamnus cucreM oOHapyxeHus arak IDS, kommoHeHTH W apxurekTypa IDS,
METOJIbl PEarupoOBaHMUsL.

. TexHOMOTUU 3amuThl OT BUPYCOB. KoMNbIOTEpHBIE BUpPYCHl W TPOOJIEMBl aHTUBUPYCHOW
3alIUTHL: KIacCU(UKAMA KOMIBIOTEPHBIX BHPYCOB, XM3HEHHBIH LHKI BHPYCOB, OCHOBHBIE KaHAJIBI
paclpoCcTpaHeHus] BHPYCOB M JPYTMX BPEIOHOCHBIX MPOTrpaMM. AHTHBHUPYCHBIE IIPOTPaMMBl U
KOMILIEKCHI. [TocTpoeHne cucTeMbl aHTUBHPYCHOM 3aIIUThI KOPIIOPATUBHOM CETH.

Pasnen 4. CoppeMeHHbIe TEXHOJIOTHH 3aIUUTHI HH(popManuu.

e [IpotuBoneiicTBHE cOCPEeNOTOUEHHBIM U pacnpeneneHubiM DDOS atakam. Buabl atak Tuna «0oTkas B
obcyxuBaanny». Criennuka aTax.

e [locTpoeHre MHOTOKOMITOHEHTHBIX 3aIIUIICHHBIX CUCTEM.

e TyHHeNIUMpOBaHUE M COKPHITHE WHPOPMAIIUH IIPH MIEPEIave MO CETAM OOIIETo MOIh30BAHUS.
CnenuanbHbIE MEXKCETEBBIE YKPAHBI.

Pa3nea 5. 3akononareabcTBo P® B 00s1acTH 3alIMTHI JaHHBIX M 00ecnieyeHNs NHGOPMALUOHHOMT
0e30MaCHOCTH.

6.

OCHOBHBIC 3aKOHHBIC U TIOJJ3aKOHHBIE aKkThl, cTaThil KoHcTuTyiuu P®, Konekcel u Pernamentsr.
3aKoHHBIC OTIPE/ICIICHIS] OCHOBHBIX MOHATHH Wb.

TpeboBanus o 3ammure HHPOPMAITUHN B TOCymapcTBEHHBIX cTpykTypax. Ctanmapt ['OCT.
I'enepanus u yHU4TOXKEHUE HHPOPMALINH.

HEPEYEHb YYEBHO-METOAUYECKOI'O OBECIHEYEHUS, HEOBXOIMMOI'O JJIs1

OCBOEHUS JUCUMUILIMHBI (MOIY.JIsT)

OcHoBHas auTepaTypa:

1.

Buyxos, A. A. 3amura uadopmauuu : yueb. nocodue 11t 6akajgaBpuara U Maructpatypsl / A. A. Baykos.
— 2-e u3n., uctp. u gon. — M. : UzmarensctBo HOpaiit, 2018. — 261 c¢. — (Cepwus : bakanaBp u Maructp.
AxaneMu4ecKkui KypcC). — ISBN 978-5-534-01678-9. — Pexum JIOCTyTIa:
https://www.urait.ru/book/zaschita-informacii-414082.

Jloce, A. b. Kpunrorpadgudeckue MeToApl 3amMTHl HHPOpPMANWU: y4eOHMK IS aKaJeMHYECKOTO
baxanaBpuara / A. b. Jlocs, A. 0. Hecrepenko, M. U. PoxkoB. — 2-e u3a., ucnp. — M. : U3narenbcTBo
Opaiit, 2018. — 473 c. — (Cepus : bakanaBp. Akagemuueckuii kypc). — ISBN 978-5-534-01530-0. —
Pexum mocrtyma: https://www.urait.ru/book/kriptograficheskie-metody-zaschity-informacii-413075.

JlonoJiHUTEIbHAS JIUTEpaTypa:

3.

JIs, O. WM. CereBble TEXHOJIOTHUU: TEOPHS U MPAKTUKA aAMUHUCTPUPOBAHUS : yueO.-MeToA. mocodue. Y. 2 /
Omner Usanosuu Jlsmr, Hatanes FOpresra Koponesa ; @enep. areHTCTBO Mo 00pa3oBaHuio, MypM. Toc. Tej.
yH-T. - Mypmanck : MITLY, 2010. - 201 c. : un. - bubmuorp.: c. 198-201 (46 nass.). - ISBN 978-5-4222-
0044-3 : 58-009.

HNudopmanioHHbIe CUCTEMBI M TEXHOJIOTHMH B SKOHOMHKE W yIpaBieHWH B 2 4. YacTe 2 : y4eOHHK s
OakanmaBpmata W crneruaimrera / oTB. pea. B. B. TpodmumoB. — 5-¢ m3m., mepepab. m mom. — M. :
WznarensctBo KOpaiit, 2018. — 324 ¢. — (Cepus : bakanasp u cnenmanuct). — ISBN 978-5-534-09092-5.
— Pexwmm  pmoctryma:  https://www.urait.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-
upravlenii-v-2-ch-chast-2-427127.


https://www.urait.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-upravlenii-v-2-ch-chast-2-427127
https://www.urait.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-upravlenii-v-2-ch-chast-2-427127
https://www.urait.ru/book/kriptograficheskie-metody-zaschity-informacii-413075
https://www.urait.ru/book/zaschita-informacii-414082

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIMHbI (MOAYJISA)
B o0OpazoBaTebHOM MPOIIECCe UCTONB3YIOTCS:

— yu4eOHbIC ayJUTOPUM JUIS TPOBENCHHUS yYCOHBIX 3aHATHI, OCHAICHHBIC O0OOPY/OBAaHHUEM W TEXHHYCCKHMHU
cpenctBamMu oOydeHHs: ydeOHas MmeOenb, [1IK, obopymoBanue sl TEMOHCTPAMH Pe3CHTAIMHN, HATISIHBIC
nmocoous;

— TMOMEIIEHUST JJIsi CaMOCTOSATEIBHON pPa0OThl, OCHAIICHHBIC KOMITBIOTEPHON TEXHUKOW C BO3MOXKHOCTBHIO
MONKIIOYeHUsT K ceT «VHTepHeT» M oOecleueHHWeM JOCTyma B 3JCKTPOHHYIO WH(GOPMAIMOHHO-
oOpazoBarenbHyto cpenxy MATY.

7.1 NEPEYEHb JIMHEH3UOHHOI'O n CBOBO/JIHO PACITPOCTPAHSAEMOI'O
NPOI'PAMMHOI'O OBECIIEYEHUSA:
7.1.1. JInueH3MO0HHOE IPOrpaMMHoOe obecredeHre 0TeYeCTBEHHOT0 IPOU3BO/ICTBA:
Kaspersky Anti-Virus
7.1.2. JInneH3MOHHOE MPOrPaMMHOe o0ecrnedeHHe 3apy0eKHOro NMPOU3BOACTBA:
Mathematica, MathType, MS Office, Statistica, Windows 7 Professional, Windows 10, Adobe Creative
Cloud 2020, Adobe Photoshop CC, Corel Draw, SuperNova Magnifier and Screen Reader
7.1.3. CB0GOAHO pacnpocTpaHsieMoe NPOrpaMMHoe odecrnedeHne 0Te4eCTBEHHOT0 MPOU3BO/CTBA:
DIJVuReader, 7Zip, FAR Manager
7.1.4. CB0oG0AHO pacnpocTpaHsieMoe IPOrpaMMHoe obecniedeHue 3apy0esKHOro Npou3BoICTBA:
Adobe Reader, Audacity, Google Chrome, InkScape, LibreOffice.org, Mozilla FireFox, Notepad++, The
Gimp

7.2 QJIEKTPOHHO-BUBJIUOTEUYHbBIE CUCTEMBI:
ObC «UM3matensctBo Jlaub» [DIEKTPOHHBIN pecypc]: amekTpoHHas OuOmmorewnas cucrema / OOO
«M3narensctBo Jlamb». — Pexxum moctyma: https://e.lanbook.com/;

— DBC «dnekrponHas 6uGnuoreunas cucrema IOPANTY [DnekTpoHHSIH pecypc]: SIeKTpOHHAs GHOIHOTe HAs
cucrema / 000 «DnekrponHoe u3gatensctBo FOPAWTy. — Pexxum nocryma: https:/biblio-online.ru/;

— OBC «YuuBepcuteTcKas OWONMOTEKka OHJIAHH» [DJIEKTPOHHBIN pecypc]: DIEKTPOHHO-TIEPUOIUIECKOE
W3JIaHUE; TIPOTPAMMHBIH KOMILUIEKC JIJIsl OpraHnu3alliy OHJIAH-I0CTYyIa K JTUIeH3MOoHHBIM Matepuanam / OO0
«HekcMemuay». — Pexxum nocrymna: https://biblioclub.ru/.

7.3 COBPEMEHHBIE TIPO®ECCHUOHAJIBHBIE BA3bI JAHHBIX:
— Hudopmanumonno-anamutudeckas cuctema SCIENCE INDEX

— DnexTpoHHas 0a3a JaHHBIX Scopus
— base! ganueix xomnanuu CLARIVATE ANALYTICS

7.4. AHOOPMALIMOHHBIE CITIPABOYHBIE CUCTEMBbI:
— CnpaBouHo-nipaBoBas nH(popMaronHas cucrema Koncynerant [lnroc http://www.consultant.ru/
— 00O «CoBpeMeHHbBIE MEAHa TEXHOJIOTHH B 00pa30BaHUM U KyJIbType» http://www.informio.ru/

8. UHBIE CBEJEHUS 1 MATEPUAJIbI HA YCMOTPEHUE BEJIYIIENA KA®E/IPHI.
He npenycmotpeHo.

9. OBECIIEYEHUE OBPA30BAHUA J1J14 JIUI] C OB3.

211151 obecrieueHust 06paSOBaHI/I$I HWHBAJIMAOB U JIUI C OrpaHUYCHHBIMH BO3MOXXHOCTAMHU 3J0POBBA pCan3alusd
JAUCHUINIMHBL MOXKCET OCYHIECTBJIATHCA B aJallTUPOBAHHOM BHIOEC, C Y4YETOM CHCHI/I(bI/IKI/I OCBOCHUA H
MUIAKTHYECKUX TpPeOOBaHWH, WCXOAS W3 HWHAMBUIYAIHHBIX BO3MOXXHOCTEH U 10 IJUYHOMY 3asBICHHIO
obOyyJarorerocs.



